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Google Project Zero @

@ research

Google Security Ressarch Search projects
ProjectHome  Wiki | Issues | Source
New issue  Search Open ssues & for labet:Vendor-Apple Search, Advanced search Search
tips Subscriptions
Issue 130: OS X networkd "effective_audit_token" XPC type confusion (P 4 ol s
sandbox escape (with exploit) L [
14 people starred this issue and may be notified of changes. Back to list
Status: New (TSI Reported by ianb.. @aoogke.com, Oct 20, 2014
* cov... figoogle com
Oinhe: networkd is the systeam dasmon which implements the com.apple.networkd XPC
Ca: project-.. {Bgoogle.com  service. It's unsandboxed but runs an its own user. com.apple.networkd is
Vendor-Apple reachable from many sandboxes including the Bafari WebProcess and ntpd (plus all
Product-0SX those which allow systes-network.)
Saverity-High networkd parses quite complicated XPC messages and there are many cases vhare
Finder-anbeer spe_dicticnary get value and xpe_array get value are used without subsequent
CCProjectZ aroMambars checking of the type of the returned value.
Daadline-30
Reported-2014-0ct-20 An XPC message with the following keys and values will reach the function at
10612858809 offset 0x7421 in networkd:
exploit dict = |
#dd a comment beiow Sxrpet B
“connection id® = 1,
“state” = {

“power_slot=: 0

te
“paramsters® = |
~duration® = 0,

Evaluation of DHS'
Information Security Program
for Fiscal Year 2015

We performed vulnerability assessments on selected systems to
determine whether Components had implemented adequate security
controls on these systems, Our assessments revealed the following
deficiencies.
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« Windows 8.1 workstations were missing security patches for the
Firefox Internet browser, Adobe software (e.g., AIR, Flash Player,
Reader), and Microsoft Office products and services. Some of the
missing patches were high-risk, dating back to February 2015.

« Windows 7 workstations were missing security patches for several
Internet browsers (e.g., Chrome, Internet Explorer, Firefox), media
players (e.g., Flash Player, Shockwave, QuickTime), and Microsoft
Office products. Some of the missing high-risk patches dated back
to April 2011, while critical patches dated back to October 2011,
We found additional vulnerabilities regarding Adobe Acrobat,
Adobe Reader, and Oracle Java software on the Windows 7
workstations. If exploited, these vulnerabilities could allow
unauthorized access to DHS data.




Evaluation of DHS' L
Information Security Program —
for Fiscal Year 2015

. Workstations were missing security patches for the Windows XP
operating system and the Microsoft Office suite. We also identified
missing patches on software such as Adobe (e.g., Acrobat, Flash
Player, Reader, and Shockwave) and Oracle Java. Some of the
missing high-risk patches dated back to December 2011.

Components had implemented weak passwords and had not
applied security patches on databases timely, which could allow
attackers to exploit the vulnerabilities to gain unauthorized access
to DHS data. DHS requires Components to apply security patches
timely.

Clear @ |

CLEAR

WHAT IS CLEAR?

The Content Locator Examination Analysis and Reporting (CLEAR) tool is

a web and email based service developed by Camber, in conjunction with

the Office of Naval Intelligence (ONI), to protect against the inadvertent

disclosure of information. CLEAR examines files, intended to be shared

ELEHR outside of your organization, for hidden information, provides a web based
report of the file content and creates a cleaned version of the file with
’ many potentially dangerous elements removed.

CLEAR comes in two flavors, one built to support the DoD and

Intelligence Community (IC) in moving classified data between security domains. The other version is




Yet another App!!

Search

Security Boundaries

Analisis del archivo Demo.pdf recibido el 2010.04.03 16:08:04 (UTC)
Estado actual. analisis terminado
Resultado: 17/36 (47.23%)

Motor antivirus Version Unima actualizacion Resultado
a-aguared 4.5.0.50 -
AntiVir 7.10.6.23
2.0.3.7 -
Ruthentium J.2.0.5 2010.04.03 -
Avast 4.8.1351.0 k
Avasts 5.0.332.0 2010.04.03 J5 ka-AX
AVG 9.0.0.787 Ex
BictDefender 7.2 oit

1ickHeal

ClamhV 0.96,.0.0-gic 2010.04.03 =

DrWeb 5.0.2.03300 Exg FOF
eSafe 7.0.17.0 2010.04.01 J5.5hellcode.n
eTrust-Vac 35.2.7405 110.04.0 -

F-Frot 4.5.1.85 110.04. -




Bypassing Security

“Buzz-Words”-Tech @

Post-Quantum Cryptography
Anti-APT
Machine Learning
Cyber-resilience




How to be Rich in 10 Steps @
-
1. Run a Company
2. Point out the limits of security tech
3. Call previous tech useless
4. Do some tech to solve one single problem
5. Create a Buzz-Word
6. Viral it
7. Influence to Create a Magic Quadrant
8. GoIPO
9. Sell the tech to some big corporates
10. Sell the Company




DLP (Data Loss Prevention)

Empresa e an Usuarios Directorios Impresoras Software Correos 5S00 i
documentos metadatos
DLP1 1263 528 450 101 148 28 10 1265
DLP2 1247 323 330 47 101 10 6 817
DLP3 757 228 44 10 98 6 8 394
DLP4 214 a3 115 30 42 0 4 284
DLPS 291 62 19 6 67 0 B 158
DLP6 154 18 7 1 42 0 1 69
DLP7 95 8 0 0 19 0 0 27
DLP8 61 20 1 0 13 0 0 34
DLP9 43 6 1 0 23 0 0 30
DLP10 18 4 0 0 12 0 0 16
DLP11 4 1 0 0 4 0 0 5
DLP12 1 0 0 0 1 0 0
o oz P

OWASP Top Ten 10

~ Fisk
2013 Top 10 List

Al-Injection IWBI\W such as SQL, OS5, and LDAP
aftacker's hoslllodluunmcuhl o

AZ-Broken Authentication
and Sessis \ppl
COMEroMmiISe Passwords

related fo are offen not

A3-Croas-Site XSS flaws ocour data and sends il 10 a web browser
Seripting ‘allcws ABCKBTS 10 GXECULS SCrRES i TG ViCEm's Drowsar which O can hijnck User
sites

withoul proper validation o escaping
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AT-Missing Function
Level Access Control
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Department of &
Homeland Security

Two of the three internal websites tested were susceptible to
cross-site and/or cross-frame vulnerabilities, which could allow
attackers to impersonate legitimate users or execute clickjacking
attacks.?? Further, these websites were vulnerable to Structured
Query Language injection.24 Exploitation of these weaknesses
could give unauthorized users access to sensitive government data.

Be Secure or Feel Secure




Pretending to be Secure

ASHLEY
MADIS# N°

Life is short. Have an affair.®
Gt 428 Dy teiing Ll your IONENG SEE

Ploase Select

Complexity of Security

« Manage
— People
— Tech
— Process
« To get
— Integrity
— Confidentiality
— Availability
* Reaching
— Acceptable Risk
— Resilience
— Compliance




Doing What/When/Where?
How?

» Hardening Systems
— Defense in depth
— Minimum Attack Surface
— Minimum Privilege
+ Hardening People
— Influence
— Awareness

— Persistence Pentesting ’

» Hardening process _ =
‘dSCIENCEBITCH :

— Providers
— Software development

e
Do the Basics @

» Security 101
— Patch known-bugs
— Change Default Passwords
— Harden Default Configurations
— Don’t code with easy bugs
— Tech security to your people
— Pentesting
— Apply Secure Cryptography
— ACLs
— Design a secure Network




Do the Basics «

N .
- sy e » Security 201
— Continuous monitoring
— Adaptive Authentication / — CSIRT
2l | — Anti-APTs
— Persistent Pentesting . '
— Code Reviews = MaChlne Learnlg
— Harden your network -
— Data Loss Prevention :
_ « Security 202
» Security 103 — Hidden Links
— Predictive Data Leaks — Malware investigation
— Privileged Accounts
Contro — Shadow IT

— Digital Surveillance

NetWork Hidden Links @

Q La politica de la empresa no permite esta accion *
No esta permitido instalar dispositivos externos, por favor pongase
en contacto con un administrador




Servidor de
Puesto de 1

Puesto de 1

Servidor 1

Malware Investigation

Fecha
Enero 2013
Febrero 2013
Marzo 2013
Abril 2013

Servidor de Copias de Seguridad
Puesto de Trabajo 1

Enero 2013
Febrero 2013
Marzo 2013
Abril 2013

Puesto de Tabajo 2

Enero 2013
Febrero 2013
Marzo 2013
Abril 2013

Servidor 1

1.0
1.0
2.0
3.0

2.0
2.0

3.0

Version Bot Detectado por

Antimalware 1
Antimalware 1
Antimalware 2 §
Antimalware 3

Antimalware 2 |
Antimalware 2

Antimalware 3

Persistent Pentesting

Results

ven browsing through HTTPS protocol

& FITDBACK




Maturity W

Prevent Detect Respond

Managed incidents response

Do the Basics .
.
Balance between Physical & Digital Security
Do the Basics
Do the Basics (Clear?)
Do more than the basics
Buy super-fashion Tech




Questions?

*» Chema Alonso

« @chemaalonso
* http://www.elladodelmal.com




